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HTTPAH TTPSWeb GUI
StaefulPacetHET
Load Bakncer
ManagementTem inal
Cont ntHEring
Captive Portal
Frrewall

ALTQ Traflic Sh aping
MaiHiEr

PN

Re porting

The Nethino UTM FrewalapplBnce is a network security
woltateasik inegraks your existing IT infrastructure,
provding topnott Eatures © he b you focus on your
business instad of spending vallabl time handhg IT
securty issues.

Powered by a unix core, te Netfino proMdes 5 x Tl
configurab @ 107100 MBps Etemet intrfaces and 1 X
10/100/1000 MBps Etiemet inerface albwing Netw ork
adm inistrators © creat mulipl LANs, DMZs, WAN ks
and ph ysicallne tw ork zones as itsuittieirneeds.

The Nethino allo inegraks a transparent proxy and
cad ing engine wit a fllxib I conentfikrwhica scans i tip
cont ntfor pok ntiahruses and mabare. A robusthb hd bt
based filkkr albws b bcing out websits or specific URLs
from being accessed by systm protckd by tie Netrdino.
To allvat te etmallracc betveen new conkntapearing
on te WWW and updating b hck bts, e Netrhino albws
adm instrators o filkr conentbased on keywords found in
aweb page. The Netr ino device can be configured © albw
se Ictive access © te WWW wit user-aut entfication
eiter ia a bcal-adm inistred user accountsysem or by
£ ing aut entication inform ation from an existing LDAP
or Radius se nerin your com pany.

The Nethino ofErs te ablMy ©© bad baknce conne ctions
on a round-robin basis, provding a high & e fliciknt systm
for distributing ne w ork bad on W AN or LAN hhks.

To ensure your business continuity, te Nethino ofErs a
fBibwvr soltion where a badup devce is ready t assume
responsibi My for @k ing over, sh ou B your prim ary de ice faill



Nel Key Features

-HTTPH TIPS web intrlace o app lnce . - Open/locaRAD IUS aut ¢ ntication

- 6 ¢t e me tconne ctions -HTTPA TTPS bgin int race

- Mu B-W AN support(Po ky routing and bad ba kncing) -Whit Btd passt rough MAC addresses
- Supports 802.1Q MAN tagging - Banned Source Destination IP addresses
- PPPoE, PPTPR, Te Itra BigPond cab | supporton W AN - Adm inistrator de fine d custom porta Bpage
- Configuration bac up/restore - PortalUse r Management

- HEring Bridge m ode - Cre de ntiall e xpiration dat

- Quick setup wizard

- Stat fu Bpack e tfilk ring
- Transpare ntproxy or non-transpare ntproxy m ode

- Logging
- Radius, LocaB LDAP, Active Dire ctory proxy aut e ntication - Conne ction rat I iting/0 S-type ik ring
- Alering po ky groups based on aut ¢ ntication - Initia BSe que nce Num be rs (ISNs)/TCP SYNFLOOD
- Sit AURLDb ha Bting/Avh it bting prot ction

- Extension/n ime-yype il ring - Inte r-firrw alru I syna ronisation for faibwe r

- B.lck !sted/Wh it_e Btd LANhoOst - Mu E-W AN Po ky routing based on firew a liru s
- Live Mrus scanning on H TTP cont nt _ NAT/PAT (incliding 1:1 NAT)
- Site /£ xt nsion/URL/M im e -type \Mrus scanning e xc Bsions

- Keyword-based H TTP fiE ring (5 Ih\e 1 oftuning)
- Keyw ord group b bhck Bting/vh it bting

- Tunab I proxy cad ing

- DownBbad/Up bad fillsize kit

- Incom ing/outgoing bad baknce r pooll

- Upstream proxy supportw it proxy-aut e ntication - Packe tm atth ing based on IPTOS va lies
- Upstream proxy h ostnam e Zuse mame forw arding - Low de Ry, t rough put, re labily, conge stion TO S support
- LocaBlaut e ntication m anage m e ntint rilace - SYN, ACK, FIN, RST, PSH , URG TCP flgs se ttings.

- RED, REDI0O, ECN, ACK/Low de By schedu lI'rs

- H FSC (H ie rarc ica IFair Se nvice Cune ) queueing

- Traffic sh aperwizard albws quic sh aping oF\OIP, P2P,
Gam ing and comm on k used protoco .

- Ine rface assignm entand IP addre ssing Queue graph s

- Gene ralde bugging and m aint nance ol
- RebootH ak ping, firrw albgs, proxy bgs etc.

- TCR UDPR, ICMPB, ESP, AH , GRE, IP\W6, IGMPe tT.



Nel Key Features

- Mai Hi E ring gat w ay

- Conne ction bgging

- SMTPrat I iting

- Grey Bt(de Rying) support

- RBL.se nice provide r support

- Mrus scan e ngine

-Atac mentfikring (b bded, trustd and scanned)
- Spam fikr

- IPSEC, O pe n\PN
- PPTP \WN passt rough

- RRD bandw itt usage graph s on indivdua ket e me tine riaces.

- S\G reallime bandwidt usage graph
-Web access reports (top users, top sies, hnh ostrem ot
hoststats, data rans€ rred, timeframe, denied contnte tc.)

- DHCPsener, DH CPcEnt, Dynam ic DNS CEnts supporting
RFC 2136 dynam ic updats

- Wake-on-LAN cknt

-DHCPr Ry

- DNS forw arde r

- SNMP ML se ne r supporting Mib 11, Ne tGraph and PFm odu Bs.

- SNMP traps O rem Ot sener

TuxLab L,

Comerle Comt de Bs B i Mctoria A\venues,
Quatre Bormes, MAURITIUS.

Te B+ (230) 465 83 61 Fax: + (230) 465 83 72
emaillinfo@ uxhb.mu

Wwww .ne trh ino.ne t

Spe cifications

Processor: A Eden 1 GH z
RAM : 512 MB
Storage : 40 GB

Interfaces : 5 x 10/100 auto-sensing Eti e me t
(RHM5)
1 x 10/100/1000 auto-se nsing
Et eme t(RHU5)
1 x RS-232 se rialport
1 x VGA m onitor output
2 x USB ports
1 x PS/2 port

Dimensions : 161mm (D) x 240mm (W ) x 44mm (H)

LEDs : Power, H DD activty,
6 x Et e rne t(Link, Activity)

Powerinput: Line wo lage 85V 10 264VVAC

Poweroutput: 24\/DC/1.25A

Ope rating Ennvdronment: Tem perature 0C 0
50°C (32 0 104°F)

Re ktive f um idity 5%
© 95% non-conde nsing

Ne trh ino is a productofTuxLab Lid.
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