
Th e  Ne trh ino UTM Fire w all appliance  is  a ne tw ork  s e curity 

tool th at e as ily inte grate s your e xisting IT infrastructure , 

providing topnotch  fe ature s to h e lp you focus on your 

bus ine ss  inste ad of spe nding valuable  tim e  h andling IT 

se curity is sue s.

Pow e re d by a unix core , th e  Ne trh ino provide s 5 x fully 

configurable  10/100 MBps Eth e rne t inte rface s and 1 x 

10/100/1000 MBps Eth e rne t inte rface  allow ing Ne tw ork  

adm inistrators to cre ate  m ultiple  LANs, DMZ s, W AN link s 

and ph ys ical ne tw ork  zone s as it suit th e ir ne e ds.

Th e  Ne trh ino also inte grate s a transpare nt proxy and 

cach ing e ngine  w ith  a fle xible  conte nt filte r w h ich  scans h ttp 

conte nt for pote ntial viruse s  and m alw are . A robust black list 

base d filte r allow s block ing out w e bs ite s or spe cific URLs 

from  be ing acce ss e d by syste m  prote cte d by th e  Ne trh ino. 

To alle viate  th e  e te rnal race  be tw e e n ne w  conte nt ape aring 

on th e  W W W  and updating black lists, th e  Ne trh ino allow s 

adm instrators to filte r conte nt base d on k e yw ords found in 

a w e b page . Th e  Ne trh ino de vice  can be  configure d to allow  

se le ctive  acce ss to th e  W W W  w ith  use r-auth e ntification 

e ith e r via a locally-adm iniste re d use r account syste m  or by 

fe tch ing auth e ntication inform ation from  an e xisting LDAP 

or Radius s e rve r in your com pany.

Th e  Ne trh ino offe rs th e  ablity to load balance  conne ctions 

on a round-robin basis, providing a h igh ly e fficie nt syste m  

for distributing ne tw ork  load on W AN or LAN link s.

To e nsure  your bus ine ss  continuity, th e  Ne trh ino offe rs a 

failove r solution w h e re  a back up de vice  is  re ady to assum e  

re sponsibility for tak ing ove r, s h ould your prim ary de vice  fail.

H TTP/H TTPS W e b GUI
State ful Pack e t Filte r
Load Balance r
Manage m e nt Te rm inal
Conte nt Filte ring
Captive  Portal
Fire w all
ALTQ Traffic Sh aping
Mail filte r
VPN
Re porting
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on H igh ligh ts:



- H TTP/H TTPS w e b inte rface  to appliance .
- 6 e th e rne t conne ctions
- Multi-W AN support (Policy routing and load balancing)
- Supports 802.1Q VLAN tagging
- PPPoE, PPTP, Te lstra BigPond cable  support on W AN
- Configuration back up/re store
- Filte ring Bridge  m ode
- Quick  s e tup w izard

GENERAL

CONTENT FILTERING

NETW ORK PROTOCOLS

MANAGEMENT TERMINAL

FIREW ALL

ALTQ TRAFFIC SH APING

- Transpare nt proxy or non-transpare nt proxy m ode
- Radius, Local, LDAP, Active  D ire ctory proxy auth e ntication
- Filte ring policy groups bas e d on auth e ntication
- Site /URL black listing/w h ite listing
- Exte ns ion/m im e -type  filte ring
- Black liste d/W h ite liste d LAN h osts
- Live  virus  scanning on H TTP conte nt
- Site /e xte ns ion/URL/m im e -type  virus  scanning e xclus ions
- Ke yw ord-bas e d H TTP filte ring (5 le ve ls of tuning)
- Ke yw ord group black listing/w h ite listing
- Tunable  proxy cach ing
- Dow nload/Upload file s ize  lim it
- Upstre am  proxy support w ith  proxy-auth e ntication
- Upstre am  proxy h ostnam e /us e rnam e  forw arding
- Local auth e ntication m anage m e nt inte rface

- TCP, UDP, ICMP, ESP, AH , GRE, IPv6, IGMP e tc.

- O pe n/Local/RADIUS auth e ntication
- H TTP/H TTPS login inte rface
- W h ite liste d passth rough  MAC addre s s e s
- Banne d Source /De stination IP addre s s e s
- Adm inistrator de fine d custom  portal page
- Portal Use r Manage m e nt
- Cre de ntials e xpiration date

CAPTIVE PORTAL

- State ful pack e t filte ring
- Logging
- Conne ction rate  lim iting/OS-type  filte ring
- Initial Se q ue nce  Num be rs  (ISNs)/TCP SYNFLOOD 

prote ction
- Inte r-fire w all rule  synch ronisation for failove r
- Multi-W AN Policy routing bas e d on fire w all rule s
- NAT/PAT (including 1:1 NAT)
- Incom ing/outgoing load balance r pools

- Inte rface  as s ignm e nt and IP addre s s ing
- Ge ne ral de bugging and m ainte nance  tools
- Re boot/H alt, ping, fire w all logs, proxy logs e tc.

- Pack e t m atch ing bas e d on IP TOS value s
- Low de lay, th rough put, re liability, conge stion TOS support
- SYN, ACK, FIN, RST, PSH , URG TCP flags s e ttings.
- RED, REDIO , ECN, ACK/Low de lay sch e dule rs
- H FSC (H ie rarch ical Fair Se rvice  Curve ) q ue ue ing
- Traffic s h ape r w izard allow s q uick  s h aping of VoIP, P2P, 

Gam ing and com m only us e d protocols.
- Que ue  graph s

Ke y Fe ature s



- Mail filte ring gate w ay
- Conne ction logging
- SMTP rate  lim iting
- Gre ylist(de laying) support
- RBL s e rvice  provide r support
- Virus  scan e ngine
- Attach m e nt filte ring (block e d, truste d and scanne d)
- Spam filte r

MAIL FILTER

Ke y Fe ature s

- IPSEC, O pe nVPN
- PPTP VPN passth rough

VPN

- RRD bandw ith  usage  graph s  on individual e th e rne t inte rface s.
- SVG re al-tim e  bandw idth  usage  graph
- W e b acce s s  re ports (top us e rs , top s ite s , lan h ost-re m ote , 

h ost stats, data transfe rre d, tim e fram e , de nie d conte nt e tc.)

REPORTING

- DH CP s e rve r, DH CP clie nt, Dynam ic DNS Clie nts supporting 
RFC 2136 dynam ic update s

- W ak e -on-LAN clie nt
- DH CP re lay
- DNS forw arde r
- SNMP V1 s e rve r supporting MibII, Ne tGraph  and PF m odule s.
- SNMP traps to re m ote  s e rve r

SERVICES

Ne trh ino is  a product of TuxLab Ltd.

Spe cifications

Proce ssor :

TuxLab Ltd,
Corne r Le  Com te  de  l'isle  &  Victoria Ave nue s ,
Quatre  Borne s , MAURITIUS.
Te l: + (230) 465 83 61  Fax: + (230) 465 83 72
e m ail: info@ tuxlab.m u
w w w .ne trh ino.ne t

VIA Ede n 1 GH z

RAM : 512 M B

Storage  : 40 GB

Inte rface s : 5 x 10/100 auto-s e ns ing Eth e rne t 
(RJ45)
1 x 10/100/1000 auto-s e ns ing 
Eth e rne t (RJ45)
1 x RS-232 s e rial port
1 x VGA m onitor output
2 x USB ports
1 x PS/2 port

Dim e nsions : 161m m (D) x 240m m (W ) x 44m m (H )

LEDs : Pow e r, H DD  activity,
6 x Eth e rne t (Link , Activity)

Pow e r input : Line  voltage  85V to 264V AC

Pow e r output : 24V D C/1.25A

Ope rating Environm e nt : Te m pe rature  0°C to 
50°C (32 to 104°F)
Re lative  h um idity 5%  
to 9 5%  non-conde ns ing

Safe ty : CE




